Phishing Test

Below are samples of emails with links or QR codes. As discussed, in today’s world you MUST review
everything for legitimacy. Don’t assume based on what is see - hover the mouse over the link to see
where it is takes you. Check out each example and determine whether the link is a Phish or if it is Legit

New Message

From: Slack

Subject: Please verify your email address

Date: Monday, April 14, 2025 D Ph.
ish

Hi MAAP

As part of our commitment to the safety of our users, we require you to please verify your email address.
Help us to secure your Slack account by verifying your email address using the button below. or

Legt

Please note that if no action if ta in the next 24 hours, your account will be suspended.
The Slack Team

http://account-slack.com/verificationemail=88215

1)
New Message
From: Studentloan@localloanoffice.com
Subject: Thanks to new legislation, you could receive a discount on your student loan! 1 Phish
Date: Monday, April 14, 2025
Hi MAAP or
We are reaching out to you with regards to your student loan and the update to
legislation recently passed. n Legit
You may qualify for a discount, drop in monthly repayment, or even get to cease
payments entirely! Check if you qualify, proceed to Local Loan Office, complete your
details, and one of our loan officers will be in touch.
We are here to help you to save moneyt
Your Local Loan Office http://bit.ly/3UieT3m
2)

New Message

U1 Phish
From: CEO
Subjeet: Updated link for quarterly update - join now!
Date: Monday, April 14, 2025 or
Apologies the incorrect link was shared in the original meeting request. Here is an .
updated link. O Legit

Click to join the meeting

http://teams-microsoft.us/meeting|lD=474399687



http://account-slack.com/verificationemail=88215
http://bit.ly/3UieT3m
http://teams-microsoft.us/meetingID=47439q687
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New Message

From: Sharepoint

Subjeect: Employee Benefits Plan for the Upcoming Year

Date: Monday, April 14, 2025

It's that time of the year when we inform you of changes to our organization’s benefits
plan. Scan the code below and follow the instructions to review yours. Thank you for
your continued service. We look forward to another successful year.
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http://message-sharepoint.com

New Message

From: authentication@microsoft-secure net
Subject: Security Authentication | Scan
Date: Monday, April 14, 2025

We have updated our security policy. Flease view the update by scanning the code with

your smartphone camera.

[
Tr

http://microsoft-secure.net

New Message

From: Paypal.com
Subject: Invoice #78932056
Date: Monday, April 14, 2025

Hello

We are glad to receive your order. Your order is being processed.

Thank you for purchasing with us.
Purchase ID: 634287UH

It may take a few moments for this transaction to reflect in your
account.

Log in to your account for more details:
https:/iwww._paypal.com/login

Order Details
Shoe hut 250
(789)

Subtotal 250

Payment 250

Issues with this transaction? You have 24
hours to open a dispute.

https://www.paypal.com/login ]
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http://message-sharepoint.com/
http://microsoft-secure.net/
https://www.paypal.com/login

New Message

From: security@google.eu
Subject: Extra Security from Google
Date: Monday, April 14, 2025

Secure your Google account now with multi-factor authentication! By scanning the code
below, you can download Authenticator, which will automatically be linked with your
Google account to provide you with an additional layer of account safety! Just another
way Google is making your life easierl

(=13 [=]

http://gooqle.eu ]

New Message

From: Your Bank

Subject: Time to update your password.
Date: Monday, April 14, 2025

Hi MAAP

This is a reminder to update your password. To keep your account secure, you update
your password every three months. Please log in and update your password now.

Online Banking_Login

http://banking-secure.net ]

+1 161-440-2109

online

Hello. Are you busy?

Who is this?

Good day, | apologize for bothering you. I'm Laura from HR. Recruitment Agency. |
got your number from LinkedIn. | have a fantastic opportunity for you. Could |
perhaps send you the description and compensation package?

Download the job specification hire-jobs. net and let me know what you think.

http://recrult.hire-jobs.net
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http://gooqle.eu/
http://banking-secure.net/
http://recru1t.hire-jobs.net/

10)

12)

New Message

From: info@account.netflix.com

Subject: Update required—Netflix account on hold
Please update your payment details

Hi MAAP

We're having some trouble with your current billing information. Would you like to retry running your card again?
Your card information is below

Mastercard xooo ooo oo 1234 [ httpS//WWW n etfliX.CO m ]
Expires (MM/YY)

07127 /
Retry Payment Enter New Payment Method

8311

UPS: Expected soon! Will be delivered 11:20 - 13:20.

Follow your delivery: ups.com/su/321ABcUC
Stop SMS updates: ups.com/su/KRSrfiMAd

[ IAttDs://www.uDs.com/su/321ABCUCO

https://www.ups.com/su/KR9rfMAd ]

New Message

From: backup@mailbox-gmail.com
Subject: Backing up your data has never been easier! Limited-time deal!
Date: Monday, April 14, 2025

Hi MAAP

Backup your files now to a secure cloud location. Say goodbye to manual dragging and
dropping and hello to convenience. Simply select the button below to connect your
accounts and the backup will run in the background. Make sure you can recover
important files with one easy click! This deal only happens once a year, so take
advantage nowl!

Backup Now

http://123.45.785.mailbox-gmail.com
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https://www.netflix.com/
https://www.ups.com/su/321ABcUC0
https://www.ups.com/su/KR9rfMAd
http://123.45.785.mailbox-gmail.com/

